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Internal Control *
A process,

effected by an entity’s board of directors,
management, and other personnel,

designed to provide reasonable assurance

regarding the achievement of objectives related

to operations, reporting, and compliance.
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Levels of Internal Controls

Entity-Level Controls

Foundation of internal control, supports internal control activities.
Transparency, ethical culture, dissemination of policies, clear reporting
channels, effective training. Think policy, not procedure.

Control Activities

Specific procedures and processes designed to reduce risks surrounding
reporting objectives and stewardship of assets. Account reconciliations, dual
approvals on expenditures, review of credit card statements, separation of
duties.
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Internal Control Objectives

Operations
Effective and efficient operations, achievement of operational and
financial performance goals, and safeguarding of assets against loss.

Reporting
Reliability, timeliness, and transparency of internal and external financial and
non-financial reporting. Encompasses terms established by regulators,
funders, standard-setters, and internal policies.

Compliance
Adherence to applicable laws and regulations, funder requirements, and
standards of best practice in the sector.
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Separation of Duties - All Volunteer Organization
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Separation of Duties - Small Staffed Organization
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Policies and Procedures

“* Write it all down, communicate, and train!

“ Consider policies as Board-approved, procedures
as means to carry out policy.

“* Plethora of sample policy manuals.
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The Changing Landscape of Internal
Controls

» Early Technology

» Manual processes, physical storage

» Scanning and emailing of documents
» Emergence of Software Solutions

» GL Software, end point solutions, solutions hosted in the cloud

» Year 2000 - The Electronic Signatures in Global and National Commerce Act
» Widespread Digital Transformation

» Comprehensive Solutions, Advanced Analytics, Remote Work Enablement

» Rapid Digitization, Virtual Audits, User Permissions and Approvals
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Visualizing Internal Controls
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Visualizing Internal Controls

» Mike - Receives in invoices directly to his inbox.
» Mike forwards the invoice to his bill payments software.

» Bill payment software automatically assigns approvers based in invoice details and
assigns approvers for routing.

» Sherry and Rakesh receive an email and review and approve the invoice.

» Kelly reviews a list of approved invoices and confirms signature for the
invoices she approves payments for.

» Sheryl who only had one invoice to review has already approved it... with her
cell phone.

» Payments go directly to vendor bank accounts.
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Worlds Apart - Same Internal Controls

Visualizing Internal Controls
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Software's and Processes
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New Risks and Solutions

» Software setup, maintenance, and training
» Internal champions, external consultants, 34 party providers
» Access Management and User Roles
» Employee onboarding/offboarding and periodic reviews
» Phishing scams and malware attacks
» Ongoing education and training, 2FA, antivirus software
» Software glitches, downtime, and internet outages

» System backups, failover plans
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Financial Literacy & Monitoring Is a Control!

Need to move
from this...

Cultures that promote regular, team-based monitoring,
sufficient interpretation, and frequent discussion of
organizational financial data:

1. Strengthen the ability to quickly identify and address
instances of fraud and/or misuse of resources, and in turn: NONPROFIT
2. Help ensure a culture of integrity and optimal use of FINANCIAL
resources in service of mission COMMONS




Ensuring Ongoing Financial Literacy &
Monitoring

1. At minimum, distribute these reports regularly
» Balance Sheet (Statement of Financial Position)
» Budget vs. Actuals
2. Make the information digestible for all
» Draft brief financial narratives
» Use Dashboards
3. Make space for regular discussion

» Address questions, spot irregularities and develop appropriate
action steps
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Know Your Business Model

To help spot irregularities and inform management

decisions:

« Know your key revenue and expense drivers and establish
clear benchmarks

« Understand the cyclicality of your model and its cash flow
implications

« Based on the above, establish targets for flexible working
capital and reserves
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Stay Connected on the Forum

YOUR FORUM
AWAITS...

Most commons have a forum where community members
can meet to surface mutual concerns and exchange
resources. At the Nonprofit Financial Commons, THIS is that
space. Any question you have about nonprofit finances.
whether it has to do with high strategy or granular practice.
can be brought here. Here you can glean the rich wisdom
of your peers and share your own hard-won insights and
knowledge. Be and spread the change you wish to see.
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Your Next Important Step: | g
Support OUR knowledge sharing Vi:f‘*\ !
community with a donation that
reflects the value of this session.

To donate click the link in the webinar chat box or scan the QR code below.
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